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Abstract

The increasing presence of children and adolescents in cyberspace and their daily reliance on the
internet and social media have made the protection of this demographic against threats such as harmful
content, harmful contacts, commercial exploitation of personal data, and emerging behavioral risks a
critical concern in criminal law and policy. This study aims to analyze the legal foundations and criminal
policy of “prohibiting or restricting children's use of the internet and social networks," adopting a
comparative-analytical approach. Within this framework, the regulations and practices of four legal
systems—France, the United Kingdom, the United States, and several East Asian countries—have been
carefully examined and evaluated.

The findings indicate that the approach of "absolute prohibition" of access is neither justifiable nor
practically effective due to enforcement challenges, the possibility of technological circumvention, and
its clear conflict with the fundamental rights of children, including the rights to information and
education. In contrast, the "multi-layered protection” model, which imposes active obligations on
platforms—such as mandatory age verification, age-appropriate service design, and the implementation
of default safety settings under governmental oversight—is recognized as the most effective approach.
An assessment of Iran's legal framework reveals a significant legislative gap regarding the explicit
duties of platforms and the absence of binding age-verification requirements. Accordingly, the study
recommends that Iranian lawmakers, inspired by successful international experiences, avoid
criminalizing children's internet use and instead enact dedicated legislation that defines platform
caretaking responsibilities within a clear regulatory framework backed by effective enforcement
mechanisms.
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